
System Design: BugLens

  
• We propose BugLens, an LLM-based 

post-refinement tool for static analysis 
• BugLens improves the precision of 

Suture (an advanced taint-style bug 
detector) from 0.1 to 0.72 

• LLM makes static analysis better!

ABSTRACT:

Challenge 1: Complex Sink

• Real-world programs are semantically complex 
and diverse 

• infinitely many patterns, corner cases, and 
project-specific idioms 

• Accurate modeling of sinks, sanitization, and 
control/data-flow 

• hard to hand-craft and often a long-tail 
problem 

• Static analyzers rely on rigid, rule-based 
models 

• LLMs can understand code semantics and 
intent
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Background: Taint-style bugs

• A typical taint-style bug: 

• “sz” is tainted (user-controlled) 

• May cause out-of-bound (OOB) access 

• Static analysis 101: 

• Define sources (e.g., get_user_input()) 

• Define sinks (e.g., array access buf[i]) 

• Run taint propagation → easy to detect

Challenge 2: Complex Sanitization 

aka: The Hitchhiker’s Guide to Program Analysis, Part II: Deep Thoughts by LLMs 

int main(){ 
    char buf[16]; 
    int sz = get_user_input(); 

    for(int i = 0; i < sz; i++){ 
        use(buf[i]); 
    } 
}

int use(char value){ 
    if (value == '\0'){ 
        return -1; 
    } 
    return 0; 
} 

int main(){ 
    char buf[16]; 
	  buf[15] = '\0'; 
    int res; 
    int sz = get_user_input(); 

    for(int i = 0; i < sz; i++){ 
        res = use(buf[i]); 
	 	   if (res == -1) break; 
    } 
} 

• Sink: array access buf[I] 🤔  

• Static analysis view: 

• “buf[i] may be tainted” 

• “Loop depends on tainted sz” 

• Possible OOB access ⚠  

• But safe: 

• buf[15] = '\0' ensures early termination 

• use() stops loop when '\0' seen

int main(){ 
    char buf[16]; 
    int sz = get_user_input(); 
    sz = sz % 16; 

    for(int i = 0; i < sz; i++){ 
        use(buf[i]); 
    } 
} 

• Sanitizer: sz = sz % 16 
• Sanitization can be various in real world

…. Ignore all sanitizations even they’re 
explicit,  
Given the code below, “sz” is tainted 
If this “sink” could be a real vulnerability? 

…Yes it could be a potential out-of-
bound access 

for(int i = 0; i < sz; i++){ 
    res = use(buf[i]); 
    if (res < 0) break; 
}

… then tell me in what cases (value 
range) of the taint, it could be a real bug? 

… <bug_condition> 
i >= 16 
</bug_condition> 

SecIA: Hypo on Arbitrary Controls

• Design rationale: LLMs are “lazy”, they stop 
analysis if any “apparently” sanitation 

• But not all “sanitation” always work 
• Then “ConA”: given the bug_condition, could 

it to be prevented by sanitization?

Experiments 

ConA: Stepwise Constraint (Sanitization) Analysis
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